
E*Pro Technologies launches beta test of security services 
for banking
Speaker authentication provides additional layer of security 

E*Pro Technlo gies  LLC  i s  an  e -bus iness  

so lut ion prov iders  with  an offshore  development  

center  i n  I n d i a .  N . G o p i  “ G o p a l a k r i s h n a n ,  a  

p a r t n e r  i n  E*Pro,  sa id  that  the company i s  in  

beta  test  on a  n e w  s e r v i c e  t h a t  u s e s  s p e a k e r  

a u t h e n t i c a t i o n  ( V o i c e  B i o m e t r i c s )  

t e c h n o l o g y  a s  p a r t  o f  a  complete  so lut ion to  

mak e bank ing t ransac t ions  more secure.  The 

system does  not  requi re  the bank ing customer  

to  be ca l l ing in  to  a  customer  ser v ices  center,  

the  model  used by  most  cur rent  speak er  

authent icat ion offer ings.  A  customer  us ing a  

web s i te  or  even an ATM can rece ive  a  ca l l  (on a  

mobi le  phone or  any  phone l ine  they have 

specified when sett ing up the ser v ice)  to  

v a l i d a t e  t h e  c l a s s  o f  t r a n s a c t i o n s  t h a t  t h e  

c u s t o m e r  o r  t h e  b a n k  s p e c i fi e d  r e q u i r e s  

va l idat ion beyond the usual  password.  The ca l l  i s  

va l idated by  ca l l  be ing rece ived at  a  number  

presumable  contro l led by  the customer  and 

va l idat ing that  set  up the account .  I n  a  

demonstrat ion for  Speech St rategy News 

conduc ted by  Aras  Pi l la i ,  v ice  pres ident ,  C l ient  

Ser v ices ,  E*Pro,  the system work ed as  descr ibed.

To use  “One Cal l  Bank ing,” the customer  sets

up an account  through a  web s i te ,  and rece ived 

a  ca l l  to  enrol l .  The customer  i s  prompted to  say  

a  gener ic  phrase  such as  “M y voice  i s  my 

password at  One Cal l  Bank ing”.  

There  i s  no requi rement  to  remember  the 

Phrase,  s ince i t  i s  prompted dur ing the 

ver ificat ion .

Aras  indicated that  the ex t ra  layer  of  

protec t ion can be specific  to  the t ransac t ion .  

The t ransac t ions  that  requi re  the ex t ra  

authent icat ion step can be specified by  the 

bank or  the customer  both are  suppor ted by  

the E*Pro Solut ion .  The t ype of  t ransac t ion and 

the ru les  for  vo ice  approval  can be qui te  

flex ib le ;  for  example,  requi r ing voice  

authent icat ion for  a  t ransfer  of  th i rdpar t y  

account  which i s  more than $10 ,000 .  For  a  

t ransac t ion so  spec ified,  the system wi l l  

automat ica l ly  in i t ia te  a  ca l l  to  the regis tered 

phone number,  l i s t  the t ransac t ion deta i l s ,  and 

use  the customer ’s  vo ice  for   approval  before  

complet ing the t ransac t ion .  A  customer  can 

a lso  s imply  use  the ser v ice  to  log into  an 

account  without  hav ing to  remember  a  

password and to  avoid  someone stea l ing thei r  

password to  access  the i r  account .

 The system c la ims “ant i -spoofing” capabi l i t y.  I t  

supposedly  wi l l  not  accept  the recorded voice  

the customer  as  the same as  the natura l  vo ice.


